
ῃ   

0839 ῃ ᵝ Ῑ (ῤ )  

̂Ғҙף ̔0839̃ 

⼀、培养⽅向  

01 ῃ  Cyber Security Foundation 02 ῒ  Cryptography 

Applications 03 ῃ System Security 04 ῃ Network Security 05 ῃ 

Application Security 06 Ḥ ῤ ῃ Information Content Security  

⼆、培养⽬标及基本要求  

̂ѿ̃ Ῑ ץ  ֲҹ ̆ Ῑ ᵣ Ꞌῃ ̆ΐ ∞ ⇔

̆ Ԋ׆ ᵬ̆ΐ ֲ Ȃ ̂ԋ̃

 1. ̔ ȁ ȁ Ḥȁ ẫ ̆ ᴪ ᴋ ᵬ Ȃ

̆ Ḥ̆ Ȃΐ Ҥ ᵬ Ҍ Ȃ 

ΐ ̆ ᴪҺӈ ̆ Ҭ ῍֟ᾴ ̆ ᾥ Һӈ

̆ΐ ҹֲ Ⱶ ҹ ̆ ̆ ̆ ẫ ̆

Ῑ ᵣ Ꞌῃ ᴪҺӈ ֲȂ 2. Ῑ ῃ

῀ Ғ ̆ ῀ԅ ȁ ל ╠ ̕ ѿ

̆ Ғҙ ̆ΐ Ғҙ Ώᵬ ⱬ ֜

ⱬ̕ΐ Ҥ ᵬ ̕ ῏ ȁ ҍ ԅ

̆ ԍ ╠ ̆ ῒ ῀ ̕

̆ ῃ ȁ ̆ ̆

ҍ ⇔ ̆ ȁ ҍ ᵬ̕Ạ₮⇔ ̕

῏ ΐ Ԋ׆ ⱬȂ  

三、学习年限  

└ҹ 3 Ȃ ӟ ̆ ’ ̆ Ҍ 7 Ȃ 

ҙ ᴨ ̆ ₮̆ ╠ ⌠ ҙ ̆ ץ ╠ ҙȂΐᵣ ȇ

Ȉ Ȃ  

四、培养⽅式  

学术学位博士生的培养主要采取课程学习、科学研究、学术交流、教学实践、学位论文相结

合的方式，以科学研究工作为主。博士生的培养工作采取导师负责制，以导师指导和导师小组指

导相结合的方式，鼓励学科交叉，鼓励海内外合作培养。 

五、（⼀）学分要求及课程体系设置  

本学科要求：最⾼总学分 16,最低总学分 14。其中，公共学位课 4 学分，专业学位课 5 学分，⾮学位课最
低 5 学分，最⾼ 7 学分（其中跨学科课程不超过 2 学分）  

课程
类别  

课程编号  课程中⽂名称  学分 
总学
时 

开课单
位  

开课
学期 

考核
⽅式  

培养⽅向 备注 



公共
学位
课  

105590da13  

Ҭ ᾥ Һӈҍ

  ף

Chinese Marxism and 

the Contemporary 

Age 

2 36 

ᾥ

Һӈ

 

ѿ
 

083900 

ῃ 
 

105590da17  ѿ ̂ ̃  2 36 
 

ѿ
 

083900 

ῃ 
 

专业
学位
课  

081000mb02  
  

Stochastic 

Processes 

3 60 

ῃ

, 

Ḥ

 

ѿ
 

083900 

ῃ 
 

081200mc10  

ҍ№   

The Design and 

Analysis of 

Algorithms 

2 40 

ῃ

, 

Ḥ

 

ѿ
 

083900 

ῃ 
 



083900db05  
  

Game Theory 
3 60 

ῃ

, 

Ḥ

 

ѿ
 

083900 

ῃ 
 

083900db06  
  

Advanced 

cryptography 

2 40 

ῃ

, 

Ḥ

 

ѿ
 

083900 

ῃ 
 

083900db07  
Ḥ   

Information Hiding 
2 40 

ῃ

, 

Ḥ

 

ѿ
 

083900 

ῃ 
 

083900db08  
ῃ  

Computer System 

Security 

2 40 

ῃ

, 

Ḥ

 

ѿ
 

083900 

ῃ 
 

083900db09  
ῃ  

Application System 

Security 

2 40 

ῃ

, 

Ḥ

 

ѿ
 

083900 

ῃ 
 

083900db10  
ῃ   

Advanced Network 

Security Technology

2 40 

ῃ

, 

Ḥ

 

ѿ
 

083900 

ῃ 
 

⾮学
位课  083900dc16  

Ώᵬҍ  

Scientific Writing 

and Academic 

Standards 

1 20 

ῃ

, 

Ḥ

 

ѿ

 

083900 

ῃ 

ḱ̆

 



083900dc18  

ῃ ╠

  

Lectures on 

Frontier Discipline

1 20 

ῃ

, 

Ḥ

 

ѿ
 

083900 

ῃ 

ḱ̆

 

083900dc19  
  

Computer vision 
2 36 

ῃ

, 

Ḥ

 

ѿ

 

083900 

ῃ 

 

105590da18  
  

Teaching Practice 
1 18 

ῃ

, 

Ḥ

 

ѿ
 

083900 

ῃ 

ḱ̆

 

083900dc01  
ῃ╠   

Frontier of 

cyberspace security

2 40 

ῃ

, 

Ḥ

 

ԋ

 

083900 

ῃ 
 

083900dc02  
  

Scientific 

Computation 

2 40 

ῃ

, 

Ḥ

 

ԋ

 

083900 

ῃ 
 

083900dc03  
ҍ   

Cryptography and 

Encoding 

2 40 

ῃ

, 

Ḥ

 

ԋ

 

083900 

ῃ 
 

083900dc04  

ҍ  

The Foundation and 

Application of 

Complex Network 

2 40 

ῃ

, 

Ḥ

 

ԋ

 

083900 

ῃ 
 



083900dc05  

ῃ ҍ№  

Design and Analysis 

of Security 

Protocol 

2 40 

ῃ

, 

Ḥ

 

ԋ

 

083900 

ῃ 
 

083900dc06  
Ԑ ῃ  

Cloud Computing 

Security 

2 40 

ῃ

, 

Ḥ

 

ԋ

 

083900 

ῃ 
 

083900dc07  
ῃ  

Big Data Security 
2 40 

ῃ

, 

Ḥ

 

ԋ

 

083900 

ῃ 
 

083900dc08  
ꜚ ῃ  

Mobile Terminal 

Security 

2 40 

ῃ

, 

Ḥ

 

ԋ

 

083900 

ῃ 
 

083900dc09  
ῃ  

IOT Security 
2 40 

ῃ

, 

Ḥ

 

ԋ

 

083900 

ῃ 
 

083900dc10  
ֲ ῃ  

AI Security 
2 40 

ῃ

, 

Ḥ

 

ԋ

 

083900 

ῃ 
 

083900dc11  
ῃҍ   

Network Security 

and Protection 

2 40 

ῃ

, 

Ḥ

 

ԋ

 

083900 

ῃ 
 



083900dc12  

Ḥ ῤ ῃ   

Principle of 

Information Content 

Security 

2 40 

ῃ

, 

Ḥ

 

ԋ

 

083900 

ῃ 
 

083900dc13  
Ḡ   

Privacy Protection 
2 40 

ῃ

, 

Ḥ

 

ԋ

 

083900 

ῃ 
 

083900dc14  

ҙ └ ῃ  

Safety of 

Industrial Control 

System 

2 40 

ῃ

, 

Ḥ

 

ԋ

 

083900 

ῃ 
 

083900dc17  
ῃҒ   

Seminar onCyber 

Security 

1 40 

ῃ

, 

Ḥ

 

ԋ

 

083900 

ῃ 
 

083900mc01  
№   

Cryptographic 

Algorithm Analysis 

2 40 

ῃ

, 

Ḥ

 

ԋ

 

083900 

ῃ 
 

 

五、学分要求及课程体系设置  

ᵝ ̆ ḱ ᵞ № 14 №̆ῒҬῈ῍ ᵝ 4 №̆Ғҙ ᵝ 5

№̆ ᵝ 5 №̂ῒҬ֜ Ҍ  2 №̃Ȃ ̔ 1) ╠ ҍ

ΐᵣ  ╠ Ḥȁ ȁ ץ ᴶ ̆

Ҍ ԍ 15 ╠ ̕ Ὲ ̂ ̃ Ạ ӥ̂ ̃

 1 ̆ ⱴ ῃ ᴪ ᵬ  1 Ȃ 2̃  №

└Ȃ ᵝ 70 № ҹ̆҉ץ ̆ ץ №̕ ᵝ  60 №ҹ ̆

ץ №Ȃ  

六、培养计划  

῀ 3 ҩ ῤ̆ ῀ Ῑ ̆ Ҋ̆

̆└ ҩֲ Ῑ ⅞̆ ῀ Ҭ̆ ̆

( ȁҬ ) ‰ Ȃҩֲ Ῑ ⅞ѿ └ ̆ Ῑ Ҭ Ҥ ⅞ Ȃ 



七、开题报告  

↕҉Ҍ ԍ ҈ Ȃ ӈȁ ῤ ȁҺ

ῤ ȁ ȁ Ạ₮ ̆Ώ₮ӥ ̆ Ὲ ̆

Ғ ḱ Ȃ ׆ ῃ ₮ ̆

ῃ ΐ ӈ ᴇṿ Ȃ 

҉ᴰ ̆ ӥץ ֜ Ῑ Ȃ

3ҩ ғ Ȃ ’

ᵝ ̆ Ȃ ΐᵣ ῏

Ȃ  

⼋、中期考核  

Ҭ ↕҉Ҍ ԍ Ȃΐᵣ ῏ Ȃ 

九、科研进展报告  

ӊ╠ ᵝ ̆ ̆ Ώȇ

Ȉ֜ ⱲῈ ̆ᵬҹ ӟ Ȃ 

⼗、教学实践  

ῃ └ ѿ ѿҩ ꜛ ᵬȂΐᵣ

῏ Ȃ 

⼗⼀、博⼠资格考试  

Ȃ 

⼗⼆、学位（毕业）论⽂  

ᵬ Ҍ ԍ 2 Ȃ 1. ҍ  ᵝ

̆ ץ ȁ ̆Ӟ ץ ῒ ̆ ꞉ ╠

֜ Ȃ ᵝ ῏ ᵬ ԍ ‗ ᴪ ȁ ȁ

ῃҍ Ҭ ȁ ̆ ₮ ȁ ҍ Ȃ 

῏ Ғҙ ̆ῒҬ № Ȃ

῏ ȁ ӈȁ ꜚ Ȃ 2.  ᵝ ҩ

ΐᵣ ֲ ᵬ ₀ ҍ Ȃ ᵝ Ῑ

Ȃ ֲ ᵬ Ώ ᵝ

Ғ ᵬ ῃ ̆ Ῑ ⇔ ⱬ̆ ȁ№

‗ ⱬ Һ Ȃ ᵝ ᵬ ҉ ΐ

ֲ Ғ ̆ᵣ ᵬ ̆ ΐ ׆

Ԋ ᵬ ⱬȂ ᵝ ᵬ ץ̆ ӈ

ᴇṿȂ ȁҬ ȁ ( )ȁ ȁ ȁ ῤ Ȃ Ҭ

ѿ ₮ ῃ ̕ῃ ↓ ₮̆↓ ╠ Ȃ 

┘Ӟ ̆ Ὲ ȁ ȁ ף ₮

ѿ Ȃ ᵝ Ҭ ᵝȁ ȁῈ ȁ ȁ Ҧ



ȁ ᴪ ῏ Ȃ ᵝ ⇔ ᵣ

Ғҙ Ȃ ῤ ℮ ᵝ ԇ ᵝ ῒז℮ ҉ ̆

Ғҙ ȁ ῤ ᴪ ҉ ̆ Ғ≠ȁ ᴆ ᵬ ץ

‰ ᵬ Ȃ 4. ᵝ̂ ҙ̃ ҍ  

Ȃ ᵝ̂ ҙ̃ ῏ Ȃ 

⼗三、在学期间科研成果要求  

№ ᴪ ῏ Ȃ 

⼗四、毕业与授予学位标准  

ҙ ԇ ᵝ ‰ ȇ ᵝ ԇ ᵬ ↕Ȉ ῏ Ȃ 

⼗五、必读书⽬  

1 Introduction to Modern Cryptography J. Katz, Y. Lindell CRC Press 2007 2 ῃ

̔ ῃ ҍ  M. Bishop ҙ₮  2005 3 ῃ Charles P. Pfleeger, 

Shari Lawrence Pfleeger ҙ₮  2004 4 Ώ ῃ ף  M. Howard, D. Leblanc 

ҙ₮  2005 5 ҍ ῃ-- ҍ ( ԓ ) William Stallings 

ҙ₮  2012 6 5  Andrew S.Tanenbaum,David J.wetherall ₮  

2013 7  ̆ Ҽ  ₮  2012 8 TCP/IP  1̔  

 ҙ₮  2004 9 ῀ 2  Randal E. Bryant̆David R.O 

Hallaren ҙ₮  2011 10 ῃ ῃ Ύ  ҙ₮  2005 11 

2  ҆ ₮  2002 12 ῃ--Ὲᴧҕ Ҭ Ḥ 

 ҙ₮  2004 13 ῀╩ ῃ Stephen Northcutt  ҙ₮  

2003 14 ῃᵣ  S. Convery ֲ ₮  2005 15 ‗ ף -- ῃ  

E. Skoudis, L. Zelter  ҙ₮  2005 16 Web ῃ  Steven Splaine ҙ₮

 2003 17 Web ῀᷅ ῃ ҍ  M. Andrews, J. A. Whittaker ₮  2006 18 

Introduction to Algorithmŝ2ẽ T.Cormen, C.Leiserson, R.Rivest and C.Stein 

₮ ( ף 19 2002 (  N. Jacobson ₮  1987 20   

₮  2006 

⼗六、其他要求  

↕ 2022 ץ ᵝ Ȃ  

   

   

   

   

   

   

   

学科组组⻓（签名）：  

学位评定委员会分委会主席（签名）：  

 


